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I
nformation security and ethics as bases of our
life are becoming in-creasingly important in the
new information society which we have never

experienced before. In this paper, we present an
advanced con-cept of information security in terms
of comprehensive science. Free-dom, Security and
Privacy are the three key values of information
soci-ety. These three values are liable to conflict
with each other and among them, sometimes three
contradictions arises. We use the concept of
“Aufheben,” (sublate), a technical term of philosophy,
to cope with it. S. Tsujii introduced a new concept of
information security as the com-prehensive science
in 1993. Moreover, we have endeavored to evaluate
the effectiveness of the concept by establishing
the “MELT UP Forum.” The MELT UP Forum
aims to foster, to identify and to extend a core or
comprehensive science that deals with Management,
Ethics, Law, and Technology across a wide spectrum
of endeavors.

Keywords: Verification, privacy, software,
legal documents, logic cryptosystem.

1 Introduction

Many of you have recognized feasibility that now is
the time to start a new professional society to fos-
ter, to identify and to extend a core of science that

deals with a comprehensive science across a broad
spectrum of human, technological and economic en-
deavors. A spectrum that covers the traditional
disciplines of communications, computer sciences,
engineering, economics, management, manufactur-
ing, mathematics, statistics and physical social sci-
ences. A cross disciplinary science that can deal with
rethinking, reshaping and reconstructing a rapidly
ever-changing world order. A world which deals
with creativity and innovation to enhance shared
prosperity and social and cultural enrichment. In
this paper, we present an advanced concept of infor-
mation security in terms of comprehensive science.
Freedom, Security and Privacy are the three key
values of information society. These three values are
liable to conflict with each other and among them,
sometimes three contradictions arises. We use a
German word “Aufheben,” which has a meaning of
“to lift up,” or “to sublate.” “Aufheben” unifies val-
ues contradicting each other progressively through
a process of opposition and struggle and finally lift
up these three values for a higher stage. In order
to achieve the meaning of “Aufheben.” S. Tsujii
introduced a new concept of information security in
terms of comprehensive science in 1993 [5], [6], [7].
Moreover, we have been struggling to evaluate the
effectiveness of his concept by establishing a new
forum named “the MELT UP Forum.” The MELT
UP Forum aims to fosters, to identify and to extend
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a core of comprehensive science that deals with Man-
agement, Ethics, Law, and Technology across a wide
spectrum of endeavors.

To cope with the advent of new information soci-
ety, information security and ethics as bases of our
life are becoming increasingly important .We are now
beginning to live in a new information society which
is symbolized by the four keywords, namely Social,
Mobile, Cloud and Smart. We have never experi-
enced before and we are not yet accustomed in this
new world. In this paper, we present an advanced
concept of information security in terms of com-
prehensive science. Freedom, Security and Privacy
are key values of information society. These three
key values are liable to conflict with each other and
among them. We use a German word “Aufheben,”
which has a meaning of “to lift up,” or “to sublate.”
“Aufheben” unifies values contradicting each other
progressively through a process of opposition and
struggle and finally develop three values: Freedom,
Security and Privacy for a higher stage. For achiev-
ing “Aufheben” function, we introduce a new concept
of information security in terms of comprehensive
science which was proposed by S. Tsujii in 1993. An
idea of tightly coupled co-operation scheme named
“the MELT UP Forum” is introduced.

1.1 Structure of the Paper

This paper is structured as follows. First we propose
the concept of the information security as the science
to sublate the irrationality of the “contradicting re-
quirements.” In the chapter 2 and 3, the technologies
to overcome the contradiction, organization cryp-
tosystems and logical cryptosystems, are described.
And finally, the necessity of inter-disciplinary science
and human resource development is discussed in the
chapter 4. The overall points are summarized in the
chapter 6.

1.2 Philosophy and concept of information
security

Generally implementation of the information security
requires not only the technical knowledge but also
the business, law, politics or psychology. One of
ultimate basics would be the ethics and discussing
what is right and what is wrong. It would require
the discussion based on the humanities, philosophy
and psychology. Therefore the information security
is formed with a comprehensive science. Freedom,

Security, Privacy– these three key words seems to
summarize the ideal of the IT society. According to
Hegel, a German philosopher, he explained “History
is the process of broadening freedom.” It is certain
that the law of history as defined by Hegel applies
to the present day in spite of the historical and
geographical distances. We can freely expanded
from “Physical Space” to “PhysicalCyber Space”.
In the majority of the cases the compromise between
the two has been sought for. However, Tsujii has
claimed that the contradiction should be overcome
by “sublation.”

A new world that human beings have stepped
into for the first time. In the new world, they have
acquired greater freedom but, at the same time,
been faced with unprecedented troubles in security,
privacy protection. In the case of introduction of
electronic government in Japan (Figure 1), protec-
tion of privacy is too much stressed ideologically
and efficiency, fairness and correctness of various
governmental services such as national pension is
not seriously recognized, which seems to be unhappy
to peoples. In this way, the development of the
computer and the network expands freedom of the
activity of people, but simultaneously causes a seri-
ous problem such as invasion of security and privacy.
Because these are mutually contradicting confronta-
tions, there is a value conflict situation difficult to
resolve. If only the expansion of freedom is pursued,
it is obvious that security level declines, and individ-
ual information and privacy is seriously invaded.

We depict the three values (Expansion of Freedom,
Protection of Privacy and Improvement of Security)
in Figure 2.

If security is enhanced to the limit, not only free-
dom of activities is restricted but also privacy is
infringed through intensified surveillance by cameras
and E-mails.

On the contrary, if excessive attention is paid only
to the protection of personal information and pri-
vacy, free distribution of information is obstructed,
needless to say about a decline in convenience and ef-
ficiency, and security deterioration is induced by slow
response in emergency and increasing crimes under
anonymity. All these three parties are related one
another with both thesis and anti-thesis, resolving
the three contradicting confrontations in the state
of three conflicting values of expansion of freedom,
improvement of security and protection of individual
information and privacy as shown in Figure 1.
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Figure 1: Contradiction in electronic government.

Figure 2: (sublation) of the three contradicting requirements.

Information Security of the organization requires to limit the freedom of the members, and look into
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their privacy. On the other hand, in many cases it
often occurs that excessive protection of the privacy
reduces the freedom or benefit of individuals.

We depict the relation between the three key val-
ues (Expansion of Freedom, Protection of Privacy
and Improvement of Security) in Figure 2, in which
the the three key values are contradict mutually.
We use a German word “Aufheben,” which has a
meaning of “to lift up,” or “to sublate.” “Aufheben”
unifies values contradicting each other progressively
through a process of opposition and struggle and
finally develop three values: Freedom, Security and
Privacy for a higher stage. For achieving a meaning
of “Aufheben” function, an idea of tightly coupled
co-operation organization named “The MELT UP
Forum” is introduced in this paper.

As shown in Figure 2, a major factors for con-
structing an information security is defined as The
Ethics, The Law System, The Management and The
Technology in which these four major factors are cou-
pled tightly and deals with a comprehensive science
across a broad spectrum of human, technological
and economic endeavors. A spectrum that covers
the traditional disciplines of communications, com-
puter sciences, engineering, economics, management,
manufacturing, mathematics, statistics and physical
social sciences. Therefore, the information security
will formalize some comprehensive science.

The MELT UP Forum is participated across a
wide range of society, such as philosopher, lawyer,
psychologist, physician, business manager, technolo-
gist. They argue, struggle and seek how to overcome
the contradictions, irreconcilable difference among
the three key values.

Tsujii has implemented the concept of promot-
ing the information security and cryptosystem with
the cooperation among Management(M), Ethics(E),
Law(L), and Technology(T). So he launched the
‘MELT-up’ forum, meaning the improvement of the
society achieved by the integrating the four fields.
This forum holds seminars about the periodically.
Here is an example of the MELT-up seminar:

(1) Theme: The issue of processing Japanese lan-
guage in the days of Big Data Machine translation
of Japanese is an important issue, since we will host
the Olympic game in 2020. Besides, when a US
subsidiary of a Japanese company was involved in
a lawsuit, most of the cost of the pretrial was spent
on translation of the internal document written in

Japanese.

The current situation of Japanese language would
be similar to the one of English in the late 17th
century. In those days the Royal Academy took lead-
ership in revolutionizing the language, identifying
the fatal flaw that it had only emotional or sentimen-
tal expressions. English was not fitted for expressing
the precise logic. They thought that England would
not be able to compete with the developed coun-
tries in the Continent. That is why the English
language that we know is entirely different from the
Shakespeare English.

Japanese itself also has experienced the change sev-
eral times, including the one during the time when
the society has transformed from the aristocracy
to the samurai government. Besides, Japanese was
also changed in the era of Meiji, when a number of
European documents were translated into Japanese.
Currently Dr. Nagao, the director of the National
Diet Library has been leading the advanced research
and development of machine translation. The situa-
tion is changing, with the advance of the processors,
so that the result of the development may be realized
in the society.

This MELT-up forum was held with Dr. Takuya
Katayama, the former dean of JAIST as the coordi-
nator. We had some lectures by leading scientists
in the machine translation or linguistics, and panel
discussions among people in various fields.

(2) Theme: Rise, fall, and rebirth of the Japanese
Information Industry Lectures about the case study
of the sales activity in Latin America to promote
the Television system in Japanese standard, or the
analysis of the structural change in the semiconduc-
tor industry. There were also the panel discussion
on the problems of Japanese society in promoting
the information industry.

The relation between various contradiction and
comprehensive science for information security is
shown in Figure 3.

Generally implementation of the information se-
curity requires not only the technical knowledge but
also the business, law, or politics. The ultimate ba-
sics would be the ethics, -discussing what is right
and what is wrong. It would require the discussion
based on the humanities, philosophy, etc. Therefore
the information security is a comprehensive science.

My Definition of Information Security Dynamic
process for establishing an integrated system of so-
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Figure 3: Information security as the inter-disciplinary comprehensive science.

cial infrastructure de-signed to construct without in-
fringing freedom broadened by ICT and with closer
linkage and coordination among technologies, admin-
istration and management, legal and social systems,
and information ethics in order to make compatible
improved usability, efficiency and enhanced security,
protected privacy and minimized surveil-lance over
people, as shown in Figure 4.

The important thing is to train people to have
the comprehensive ability. As shown in Figure 4,
training in various disciplines should be given. None
of them would have direct impact on the ability of
managing information security. However, interaction
of these disciplines would gradually raise the overall
competence of the person.

1.3 Advanced Communication

Considering the above requirements in the ICT, the
communication among organizations would require
a new characteristic of the information security.

Traditionally the requirement of the information
security is described as maintaining “Confidential-

ity, Integrity, and Availability.” The “integrity” is
identified as “the information asset does not suffer
unauthorized change.” In concrete, integrity breach
is regarded as unauthorized change by the intruders
or malicious program, etc. We would supplement
“logical consistency” to the meaning of the Integrity.
It should be confirmed whether the rule or logic in-
cluded in the document contradicts to the overriding
rule.

2 Organizational Cryptosystem

Cryptosystem is usually used as a countermeasure
against eavesdropping. Although it is sometimes
used in managing access permission, in this case it
is usually linked to the user identity. Traditionally
access control has been the major part of the infor-
mation security and therefore most of the security
efforts have been on the authentication and network
security. However, as the progress of the cloud com-
puting, protection of the information asset against
the “malicious system administrators,” or storing
data encrypted.
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Figure 4: Educating the personnel with comprehensive ability.

If all documents are important and delicate, they
should be protected also from irrelevant members
in the organization. Surest way is protecting the
document with cryptosystem. But usually if each
document is initially encrypted, it should be de-
crypted in changing the assignment of the key, or
access permission. It is the organization cryptosys-
tem which enables to do it without decryption.

2.1 Inter-organizational Communication
between two Companies Working on
the Same Project

Figure 5 shows an example of the communication
between two organizations. The sender has 3 kinds
of documents, the report to the manager, a draft
agreement, and a proposal of the promotion plan.
The three are integrated into one document package
and sent to the receiver organization.

Each of the components and the package itself has
a label (metadata) describing what the document
is about. They are about an important project
PJ13A21, but the organizational structure or the
assignment of the roles in the project is not only
transparent to outside, even to the partner of the
project. In such a case whole package is sent to the
director of the receiver. Then the director judges
who should be responsible for the activity related to
the document. If the label says that the document
is about the report to the manager, it should be
forwarded to the project manager. If the document
is about the agreement, legal person should be in
charge. If it is about the proposal of the promotion,

it should be sent to the sales representative.

We cannot discuss its security/reliability in the
same way as the primitive electronic communica-
tions such as telephone. There is the feature of
logicality/compliance, which varies according to the
kind of the communication. The kinds of commu-
nication/broadcasting would be classified in a 2x2
matrix depicted in the Figure 6 [7].

There used to be only two categories until the
late 20th century, the personal communication and
broadcasting. However, since the beginning of the
21st century, Social Network Services (SNS) have
come out. Not only do these services supply informal
communication and information sharing among
friends, they support exchanging niche knowledge
such as the know-hows to cope with the difficulty
of disability among the victims of drug-induced
sufferings like the ones of thalidomide, as reported
by the Firefly Research & Evaluation Limited
(http://www.fiftyyearfight.org/images/Health−Grant

−Evaluation−Year−3−Final−Report−July−2013−.
pdf). Generally, these informal communications
would require quick response or first-hand knowledge,
rather than high reliability or logical consistency,
which is required on broadcasting.

Then we would notice the third kind of commu-
nication, -organizational communication, which was
pointed out by Tsujii [7]. The organizational com-
munication is the ones between organizations such as
companies, administrative organizations, or medical
services, etc.

For that kind of system, we propose two secu-
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Figure 5: An example of inter-organizational communication and distribution of the document within the
organization.

Figure 6: Four categories of broadcasting and communication.

rity systems: One is the organization cryptosystem,
which defines the access permission to the message
which was sent from other organizations. This cor-
responds to the “Secure Inter-organizational Com-
munication.”

Cryptosystem is usually used as a countermeasure
against eavesdropping. Although it is sometimes
used in managing access permission, in this case it
is usually linked to the user identity. Traditionally
access control has been the major part of the infor-
mation security and therefore most of the security
efforts have been on the authentication and network
security. However, as the progress of the cloud com-
puting, protection of the information asset against
the “malicious system administrators,” or storing

data encrypted.

If all documents are important and delicate, they
should be protected also from irrelevant members
in the organization. Surest way is protecting the
document with cryptosystem. But usually if each
document is initially encrypted, it should be de-
crypted in changing the assignment of the key, or
access permission. It is the organization cryptosys-
tem which enables to do it without decryption.

Figure 7 illustrates how the access permission is
applied to each person. It is done by making the
ciphertext decryptable with the member’s secret key.
It can be achieved with elliptic curve cryptosystem.
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Figure 7: Assigning the access permission with Cryptosystem.

Figure 8: Practice of organizational cryptosystem.

3 Logic Cryptosystem

We introduce a private verification scheme with logic
cryptosystem that it preserves user’s privacy without
revealing any privacy related information not only
against the logic verification scheme, but also against
possible malicious administrators in the World Wide
Web. Basic idea of logic cryptosystem is depicted
in the Figure 9. The input to logic cryptosystem
to be verified by logical verification algorithm is
called problems such as computer program, logical
document, and Mathematics. These problems are
consisted of two parts, i.e. logic part and part on
privacy related values. Part on privacy related val-
ues contain some sensitive information. Basic idea of
our proposal is based on separate a privacy preserv-
ing algorithm and a logical verification algorithm.
In Figure 9, privacy related values are qualified to
some symbols or randomized data which we call

“Encryption algorithm”. Cipher text is consisted of
formalized part and qualified values. Formalization
is processed by user himself or logic cryptosystem.
Logical verification algorithm verifies the cipher text
sent from encryption algorithm and generates a re-
sult, while logical verification algorithm can obtain
any information on privacy related values, due to
the fact that its values are qualified in encryption
step. In decryption algorithm, privacy related values
reserved in qualification step are used to reconstruct
privacy related values. We call this step as “Decryp-
tion”.

3.1 Formalization and Qualification
Scheme

We depict formalization and qualification scheme
in Figure 10. A formalization procedure depicted
in Figure 10 relies on an syllogism. A private in-
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Figure 9: Basic Idea of logic cryptosystem.

Figure 10: Formalization, qualification scheme.

formation retrieval (PIR) protocol allows a user to
retrieve an item from a server in possession of a
database without revealing which item is retrieved.
In this example, user selects the keyword “Socrates”
from a problem “Is Socrates mortal?” makes query
to PIR scheme and obtains proposition sentence
“Socrates is a man” as a reply. And then he selects
“man” as predicate in this sentence, and obtains re-
ply “All men are mortal”. In these steps, he retrieve
replies without revealing which keyword are retrieved.
Therefore privacy on two keywords are guarded. In
next step, he asks qualification algorithm and ob-
tains the symbolized data. The logical verification

algorithm check its logical formulation, but obtains
any information on problem expressed in natural
language.

3.2 Work Flow of Logic Cryptosystem

In this section, we describe the work flow of the
logic cryptosystem. Three algorithms are applied
to our approaches; the encryption algorithm, Logic
operation, and decryption algorithm. Work flow is
depicted in the Figure 11.
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Figure 11: Work flow of logic cryptosystem.

4 Advanced Communication

Three components of information security (Confiden-
tiality, Integrity, and Availability) were defined since
1970s depicted in the Table 1. However, due to the
vast amount of communication data, and complexity
of contents communicated have been arising a new
demand for enhancing the quality of communication
data. For example, the evaluation function of logical
consistency may be helpful and effective for sender
who can evaluate his sending data prior to sending to
destination. We propose a new concept of advanced
communication, in which logical evaluation service is
able for enhancing the quality of data. We propose
to apply the logic cryptosystem explained in this
paper and communicate between organizations by
the organizational cryptosystem.

In Figure 12, suppose some person in organization-
A would like to be checked his document whether
it conforms a rule of organization-B. In this case,
logic checking service provider who is using the log-

ical cryptosystem makes the communication more
effective compared to current communication.

New Advanced Communication Scheme in which,
users are able to enhance the integrity of the content
to be communicate. The logic cryptosystem can eval-
uates the logicality, contradiction and consistency of
the sentences, in which various legal contents such
as regulation rule in the organization are included.

Therefore we would propose a system to maintain
the logical consistency of the document/content de-
picted in Figure 13. The sender asks the Logical
Verification Scheme whether the document which
they are going to send conforms to the internal rule
or other regulation. If the check is OK, the mes-
sage is sent through the secure path to the receiver.
The receiver can also check whether the document
contradicts any rule.
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Figure 12: Problem in sending documents between organizations.

Figure 13: Security system maintaining the logical consistency.

5 Summary

In this paper, we present an advanced concept of in-
formation security in terms of comprehensive science.
Freedom, Security and Privacy are the three key val-
ues of information society. These three values are
liable to conflict with each other and among them,
sometimes three contradictions arises. S. Tsujii in-
troduced a new concept of information security in
terms of comprehensive science in 1993. Moreover,
we have been struggling to evaluate the effectiveness
of his concept by establishing a new forum named
“the MELT UP Forum.” The MELT UP Forum aims
to fosters, to identify and to extend a core or compre-
hensive science that deals with Management, Ethics,
Law, and Technology across a wide spectrum of en-
deavors. We introduced some example of activity by
the MELT UP Forum which are practically resolv-
ing the contradiction conflicting current information
society. Moreover, we introduced the abstract on
the organizational cryptosystem and concept of logic

cryptosystem which will become the infrastructure
for constructing the information security system. Fi-
nally, we also introduced the idea of an advanced
communication which will aid to overcome the con-
tradiction near future.
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