
R. O. “Bob” Stroud
“Homeland Security” at Home 145

“Homeland Security” at Home
R. O. “Bob” Stroud, Raytheon Company, Dallas, Texas, USA

doi: 10.22545/2015/00060

H
omeland Security began at the national level
in the United States after the terrorist attacks
on 11 September 2001. The concept can be

extended to the very basic level of protecting literal
homesteads. This paper explores the application
of Systems of System concepts developed by the
United States’ Department of Defense (DoD) to the
problem of homestead defense at the homestead level.
It outlines the problem, the applications of the DoD
concept, the selected solution, and the results and
recommendations.
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1 Introduction

In 2008, the Systems and Software Engineering (SSE)
Directorate of the Office of the Deputy Under Sec-
retary of Defense for Acquisition and Technology
(ODUSD(A&T)) in the United States (U. S. or just
US) Department of Defense (DoD) published a guide
for systems engineering (SE) of systems of systems
(SoS), recognizing that systems engineering is a key
enabler of successful systems acquisition, operation,
and sustainment in an environment where there are
growing numbers of dependent and interdependent
systems used to provide war fighter capability. The
result was version 1 of the Systems Engineering
Guide for Systems of Systems [1] (“Guide”).

While the intent of the Guide is to support DoD
programs and warfighters, SoS are increasingly a

part of contemporary enterprise architecture and
engineering. For example, Honour, in his 2008 short
course “Systems of Systems” [2] identifies airports as
systems of systems. In their 2011 paper on complex-
ity [3], Geraldi, Maylor, and Williams list the enter-
prises (not necessarily defense related) where systems
are comprised of systems, yielding complexity. In
their 2009 paper on health care, Hata, Kobashi, and
Nakajima [4] show how health care delivery is via
a system of systems. In their 2004 paper on public
policy decisions, DeLaurentis and Callaway use an
example of the next generation national transporta-
tion system as a context for their systems of systems
discussion [5]. These are collected in Table 1. There
are many others. In particular, Luzeaux and Ruault
[6] in their book Systems of Systems include “zone
control and surveillance” as another example of a
system of systems. That particular type of system
of systems is the subject of this research and report.

2 Zone Control and Surveillance –
The Ultimate Homeland Security

Luzeaux and Ruault [6] describe zone control and
surveillance in a strictly military context. But since
September 2001, especially in the US, this concept
has extended to include homeland and perimeter
security. In the ultimate sense, perimeter security
includes security of the home i.e., domicile, and
surroundings.

In particular, the end user has a concern with
neighbor unfriendly dog breaking through a chain

Transdisciplinary Journal of Engineering & Science
ISSN: 1949-0569 online

Vol. 5, pp. 145-156, (December, 2015)



R. O. “Bob” Stroud
“Homeland Security” at Home 146

link fence protecting an underlying wooden privacy
fence, potentially belligerent vandals, and maintain-
ing a secure environment for yard care and the end
users pets. The end user expressed a need for high-
resolution video surveillance that would provide ob-
jective evidence if legal action was necessary. An
incumbent contractor provides monitored security
for magnetic door and window alarms on the perime-
ter of the home. The first approach was to engage
the incumbent contractor to orchestrate an upgrade
to the existing SoS. That approach proved unwork-
able, so the end user engaged a second contractor
to satisfy the material requirements and a third con-
tractor to install the material solution as detailed
below.

3 Application to Problem Under
Consideration

Table 2 shows how the principles listed in the Guide
[1] apply to this problem of zone control and surveil-
lance. These are discussed in the sections below,
considering a row of the table at a time.

Section 4.1.1 of [1], Translating Capability Objec-
tives, is intimately related to Requirements Develop-
ment. In this example, the objective of monitoring
the premises is translated into specific requirements
for cameras, field of view/regard, and light sensitivity.
Likewise, this requirement needs to be considered in
the context of requirements, risk, configuration, data,
and interface management in the zone control and
surveillance. Interface management has been added
to the baseline from the Guide [1] and is shown in
italics. Interface management is considered in the
context of translating capability objectives because

of the variety of physical and electrical interfaces to
be considered (e.g., coax vs Ethernet).

In 4.1.2 of [1], Understanding Systems and Con-
cepts, logical analysis is a method of associating con-
cepts with systems that satisfy those concepts. In
this example, the concept of providing home surveil-
lance is realized by surveillance systems, such as
cameras and movement detection algorithms that
might activate alarms. As noted above, Translat-
ing Capability Objectives is concerned with require-
ments management, so that need would be redun-
dant in Understanding Systems and Concepts. But
because surveillance systems that realize concepts
span related but different areas in the solution space,
Understanding Systems and Concepts also needs
to consider risk, configuration, data, and interface
management.

Considering 4.1.3 of [1], Assessing Performance
to Capability Objectives, the military learned long
ago that satisfying the wrong set of requirements
perfectly yields a perfectly wrong solution [[7],[8] and
many other examples]. Among the many responses
to this engineering process flaw is Performance Based
Specifications that attempt to focus more on out-
come than on details. For example, The Guide for
Performance Specifications, SD-15, dated 24 August
2009 [9], states:

“It is the policy of the Department of De-
fense (DoD), as required in DoD Directive
5000.01, The Defense Acquisition System,
to state requirements in performance terms
whenever possible. Part II of the Federal
Acquisition Regulation also requires federal
agencies to give preference to performance-
oriented documents over detailed design
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documents when describing agency needs.
To implement DoD and federal preferen-

tial policies on stating requirements in per-
formance terms, DoD 4120.24-M, Defense
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Standardization Program (DSP) Policies
and Procedures, gives preference to devel-
oping and using performance specifications
over detail specifications.”

An unexpected consequence unfortunately is that
the outcomes do not favor adoption of the approach.
In Edouard Kujawski’s insightful Unintended Con-
sequences of Performance Specifications for the Reli-
ability of Military Weapon Systems [10], he notes

“Reliability data from 1996 to 2000 might
be an indicator of negative unintended con-
sequences of the cancellation of military
specifications. The acquisition of successful
military systems requires a mix of perfor-
mance and prescriptive reliability require-
ments that depend on the application, tech-
nology maturity, and complexity.”

So the first relationship of Assessing Performance
to Capability Objectives is that of validation – mak-
ing sure the requirement actually satisfies an end
user need. Likewise, there is a relationship with Deci-
sion Analysis because there is a need for traceability
– why was the decision made to map a particular per-
formance objective to a particular capability objec-
tive1. Requirements traceability is a critical aspect
in maintenance, for example [[8], [11], and many oth-
ers]. Next, Tech Planning and Tech Assessment are
important to Assessing Performance to Capability
Objectives. Tech Assessment has been added to the
baseline from the Guide [1] and is shown in italics.
The author contends it is difficult to address Tech
Planning without Tech Assessment. For example, if
Tech Planning is proposing to achieve a lower noise
figure by a change to Boltzman’s constant, perhaps
Tech Assessment is needed to assess requirements
development by Tech Planning2. Tech Planning
and Tech Assessment naturally relate to Risk Man-
agement: a planned and even assessed technology
might still not be ready for use. The Army’s Future
Combat Systems (FCS) program, for example, spent
billions of dollars before it was cancelled because
the technology planned for and assessed was still
immature [12].

For 4.1.4 of [1], Developing and Evolving a SoS
Architecture, this project, though new, relies on cur-
rent COTS technologies: cameras, network video

1Perhaps Decision Analysis should, in general, be more
broadly associated and applied

2Author’s note: Boltzman’s constant is indeed a constant

recorders, change detection algorithms, and others.
But this does not mean that evolution should not
be considered in design. For example, a large tree
on the property and other obscurants indicate the
potential need for additional cameras. The video
processing system selected comes with eight cameras,
was procured with twelve, and is capable of integrat-
ing four more cameras (+33% margin for a total of
sixteen) to accommodate this possibility. The Guide
[1] states

“Ideally the architecture of an SoS will per-
sist over multiple increments of SoS de-
velopment, allowing for change in some
areas while providing stability in others.
This ability to persist and provide a use-
ful framework in light of changes is a core
characteristic of a good architecture. Over
time, the SoS will face changes from a num-
ber of sources (e.g., capability objectives,
actual user experience, changing CONOPS
and technology, and unanticipated changes
in systems) [that] may all affect the via-
bility of the architecture and may call for
changes. Consequently the SoS systems
engineer needs to regularly assess the archi-
tecture to ensure that it supports the SoS
evolution.”

The system selection process for this SoS consid-
ered these concepts. As noted above, the potential
evolution to sixteen cameras was considered in the
evaluation of potential solution systems. Contempo-
rary as well as evolving video protocols were consid-
ered. Environmental changes such as growth of trees
was considered. Software upgrade and patch appli-
cation methodology was considered in this context.
And in exact alignment to the guide, these changes
are considered to be over multiple increments when
the end user can afford to or must update and up-
grade when needed.

Requirements development, logical analysis, and
design solution are all relevant to Developing and
Evolving a SoS Solution. Requirements satisfaction
is relevant to solution selection.

Solutions and requirements are analyzed with
logic, and the design solution is selected based on a
logical process. Decision Analysis is relevant because
choices are made as a SoS Solution is developed and
evolved. Tech Planning is related because, as noted
below, technology evolves and solutions will migrate
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to evolved technology. Requirements Management,
Risk Management, Configuration Management, Data
Management, and Interface Management are all rel-
evant to developing, evolving, and sustaining a SoS
Solution.

For 4.1.5 of [1], Monitoring and Assessing Changes,
technology (including software) is not static. But
with each push forward, change introduces risk. For
example, upgrading the video monitoring software
may make it incompatible with connected monitor-
ing equipment in general and computers in particular.
Maintaining awareness of the suppliers plans is help-
ful, but often suppliers plans are not adequately
revealed until the moment of upgrade (or after).
Microsoft, for example, announced a schedule for
upgrades but not does not reveal content or compati-
bility concerns. In this context, consumer awareness
of supplier compatibilities both present and future
are a concern. The end user in this case uses Apple
products, from iMac, to Macbook Pro, to iPad, to
iPhone. If the current equipment provider elected
in the future to be only Microsoft compatible, this
would introduce a continuity of service issue. The
guide [1] states

“A core activity of SoS SE is to antici-
pate changes outside the control of the SoS
that could affect the functionality or perfor-
mance of an SoS capability. This includes
changes to the technologies used to sup-
port the SoS or changes to the missions
of the individual systems as well as exter-
nal demands on the SoS. To be successful,
the SoS systems engineer requires a broad
awareness and understanding of trends in
enabling technologies, technology insertion,
and mission evolution.”

In this problem, supplier changes are outside the
control of the SoS end user, and this puts the end
users investment at risk. A reasonable assessment
of this risk determined that the concern is “small”
but the risk is real and is not zero. The end user or
their representative are delegated this concern.

Decision Analysis applies Monitoring and Assess-
ing Changes because decisions need to be made about
changes. Risk Management, Configuration Manage-
ment, Data Management, and Interface Management
are all relevant to monitoring and assessing changes.

For 4.1.6 of [1], Addressing Requirements and So-
lution Options, eliciting end user needs and deriving

associated requirements is essential if the procured
and integrated SoS is to satisfy the end user’s expec-
tations. In this problem, the end user’s expectation
of fidelity even at the extremes of the field of view
dictated a requirement for a high definition camera.
The limited time the end user could devote to exam-
ining the recorded video surveillance dictated both
media large enough to store a significant amount of
collected video and software assisted change detec-
tion and screening so that motion caused by wind
blowing the pecan tree is not flagged as suspicious
but motion caused by a neighbor dropping a limb
into the region under surveillance is flagged as suspi-
cious. The target area required analysis as detailed
in Results below to determine the number and point-
ing directions of surveillance cameras.

Requirements Analysis is naturally related to Ad-
dressing Requirements and Solution Options. Like-
wise, the Design Solution is naturally related to Ad-
dressing Requirements and Solution Options. Deci-
sion Analysis and Tech Planning are related because
of the need to have solutions that meet customer
expectations. Requirements Management, Risk Man-
agement, Configuration Management, Data Manage-
ment, and Interface Management are all relevant
to Addressing Requirements and Solution because
satisfaction is not without risk. Configuration Man-
agement is part of Solution Options as these are
satisfied and evolve. Likewise, Data Management
and Interface Management are part of Solution Op-
tions as the selected solution must interface with
existing user premises equipment.

In 4.1.7 of [1], Orchestrating Upgrades, upgrades
are a fact of life in systems of systems. In this case,
orchestration must consider a number of providers
who (a) assure that upgrades across the system of
systems do not degrade performance but (b) who
do not necessarily coordinate their upgrades. This
means the end user of the SoS, or a hired proxy,
must assure that upgraded elements and systems
in the system of systems will continue to work as
expected after upgrades and recapitalization. In
this case, for example, the vendor of the recorder
console (Swann) states “The NVR is guaranteed to
work with Swann branded network cameras only”.
This means there is a risk of using other vendor
cameras even though Swann states of their cameras
that “These NVR IP cameras will only work with
NVR (Network Video Recorder) DVR systems that
are ONVIF compliant. If using a different brand
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ONVIF3 compliant camera with a different brand
ONVIF compliant recorder they may not be ‘Plug-
n-Play’ and some configuration may be needed at
setup.”

For the all Swann recorder and camera system of
systems discussed here, the upgrade risk is minimal
until that point where Swann equipment is no longer
backward compatible, at which point a recapitaliza-
tion decision by the end user will be required.

Thus, Implement is relevant as are Integrate, Ver-
ify, and Validate. This project is not really a transi-
tion of equipment but is a transition of the SoS end
user who has no legacy equipment for this function.
Thus, Decision Analysis and Tech Planning are rel-
evant as the SoS evolves into the future to assure
continued satisfaction of user needs. Tech Planning
is not on the original Guide and so has been added
in italics. Tech Assessment, Requirements Manage-
ment, Risk Management, and Configuration, Data,
and Interface Management are needed to assure the
smooth transition across evolved SoS as a conse-
quence of Orchestrating Upgrades.

4 Requirements

Figure 1 graphically shows the zone requiring surveil-
lance for the problem. Figure 2 shows the plot of
the zone to be protected. Figure 2 was required
to consider sensor capability and placement and
was developed by outlining the home and property
boundaries on a scan of the survey acquired for
the property at the time of purchase. Discussions
with the end user determined that high definition
persistent video surveillance over 100% of the threat-
ened property to be the top-level system of systems
(enterprise) requirement. Analysis was required to
determine the characteristics (distance and pointing
capability) of some of the sensors. Most fields of
regard (FOR) were determined by inspection, but
one required analysis as incorporated into Figure 4.
Figure 3 shows the rendering of the plot shown in
Figure 2 into a graphic. Measurements using con-
ventional tools (e.g., tape measure) are included in
Figure 3 and used in the analysis in Figure 4. Fields
of regard (FOR) were developed based on logical
camera locations as shown in Figure 4. FOR were
determined by inspection except in one case that was

3Open Network Video Interface Forum (ONVIF), see
http://www.onvif.org

determined by trigonometric analysis incorporated
into Figure 4.

The requirements derived for this system of sys-
tems are shown in Table 3. Since at least one vendor
claimed satisfaction of the requirements, achieving
compliance is not an issue.

5 Results

The requirements in Table 3 are satisfied in the
Operational Viewpoint shown in Figure 5. Figure
5 shows camera emplacements along the eaves of
the protected home. In operation, wired Ethernet
transfers the collected video surveillance to a central
Network Video Recorder (NVR) in the protected
home. Software in the NVR processes the collected
video to isolate changes, and these are stored in the
NVR for end user evaluation.

There are several video surveillance systems of sys-
tems that could conceivably satisfy the requirements
enumerated in Table 3 above. Trade studies are not
the subject of this report (trades are frequently cited
in [1]), but major factors involved in the selection
of the vendor are, in addition to the cost of the
system, the availability of qualified installers, ease
of use, compatibility with user premises equipment,
and vendor stability.

Camera selection was driven by the requirement
for high definition and the need for numerous cov-
erage areas, which in turn drove cost. There was a
requirement for ordinary and low visible light sensi-
tivity. The HD aspect of the cameras made wireless
connections implausible due to the bandwidth re-
quirements of each camera and the required number
of independent channels, combined with a lack of en-
cryption from the point of origin for privacy. Wired
options offered were a single Ethernet cable that
carries digital video and status from each camera in
one direction and power (Power over Ethernet), com-
mand, and control in the other direction or multiple
wires from each camera carrying video and status in
one direction and other wires carrying power, com-
mand, and control in the other direction. The single
wire option was assessed as less risky due to less
potentially faulty connections. The end user decided
that one wire for data, power, status, and control is
preferred over more than one from an installation,
reliability, and maintenance perspective. Ultimately,
Swann cameras were selected. Swann says their cam-
eras will work with any NVR as long as it is ONVIF
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Figure 1: Back view of house requiring Zone Control and Surveillance. Threatened dog shown. Threats absent.

Figure 2: Top view of zone to be protected includes front and back of the home.

compliant (see above), but, curiously, they guarantee
success only with their cameras paired with their
NVRs. Faced with limited time to consider alterna-

tives, the end user decided on a Swann NVR. The
purchased NVR and cameras it is packaged with
are shown in Figure 6. The NVR comes with a
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Figure 3: Measurements show the maximum required viewing distance from the camera mount point to be about
80 feet (Measurements, except for the trigonometric analysis, are from the survey).

Figure 4: The Field of Regard (FOR) for most sensors was determined by inspection, but one required trigonometric
analysis.

wired mouse but no monitor. A monitor is needed
to set up the system and to view the recorded video.
The NVR has a High-Definition Multimedia Inter-
face (HDMI) output, and the cameras are HD, so a

HDMI compatible monitor was selected and added
to the ensemble.

The NVR was purchased as a package that in-
cluded eight fixed mount cameras with no pan or
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Figure 5: Operational Viewpoint (OV-1) for Zone Control and Surveillance. Threatened dog in back yard shown.
Threat dog shown, approximately to scale.

tilt. Six of the cameras are fixed field focus and two
are variable focus as shown in Figure 7. Geometric
analysis showed that four more individual cameras
are needed to provide continuous surveillance across

the operational area. The variable focus was as-
sessed as not pertinent to the SoS requirements, so
four more fixed focus cameras (at slightly lower cost)
were selected.
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Figure 6: Recorder console requires only installation and connection of cameras and a HD monitor to become
operational.

Figure 7: The selected HD cameras use “Power Over Ethernet” so that only one wire is needed to connect the
camera to the recorder console.

6 Successes and Challenges

The requirements were successfully satisfied. The
end user coordinated the set of requirements in Ta-
ble 3 with a contractor that provided the material
components of the SoS. The vendor recommended
another contractor who installed the SoS and trained
the end user in its operation.

But this effort was not without challenges. First,
the incumbent perimeter monitoring contractor was
found to be unequipped or unwilling to satisfy the
new requirements. As a consequence, a new contrac-
tor was selected and performed the effort.

Cost and time were a second challenge. Satisfying
the specified requirements proved to be costly and
demanding of the end user’s time.

Finally, there were operational challenges that re-
quired tuning the installed system for best results.
For example, motion sensitive cameras proved to be
too sensitive to motion of deciduous tree branches
in seasons where the branches had leaves. The con-
tract equipment provided a software capability to
selectively edit the area in the field of view where
the motion detection capability applied, but this
required significant time to set properly. Convenient
connection of the end user’s computers to the new

premises equipment was challenging, requiring in-
stallation of new Power over Ethernet (PoE) wiring
in the end user’s site, use of the end user’s wireless
access point, and complicated configuration of the
end user’s wireless devices.

7 Details of Lessons Learned

Ultimately, the end user was satisfied. An important
lesson learned is that it is much easier and cheaper to
install power, data, and control cabling at the time
of construction, even if no monitoring equipment is
installed at that time. If a potential end user ever
builds a house, this is should be a consideration.

Another lesson learned is the numbers, types, and
diversity of systems of systems that claim to satisfy
the SoS requirements are so numerous that objective
analysis of the possibilities proved to take too much
time. The selected vendor was in Australia and sim-
ple responses to questions took at least a day. The
final selection was based on objective and subjective
measures that would never be acceptable in a govern-
ment or business setting (for example, the selection
of contractors for the US government’s NETCENTS
2 IDIQ contract took at least three years [13]). The
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lesson learned is that “good enough” sometimes is
preferred to “flawless” when considering all selection
factors.

8 Conclusions

When persistent High Definition video premises mon-
itoring is required, numerous qualified companies
and equipment are available to satisfy the require-
ments. Some vendor offerings are superior to others.
Vendor selection, while complicated, does not have
to be perfect to be effective. A successful realization,
even with challenges, is within reach of the end user
by applying the disciplined System of Systems prin-
ciples developed by the United States Department
of Defense. Multiple providers, when reasonably
coordinated, can perform an installation of a rela-
tively complicated system of systems. This system is
non-commercial in that every constituent system is
not provided by the same vendor, with the resulting
system of systems requiring integration by the in-
staller and the end user. Collaboration between the
provider and the user resulted in a more satisfying
outcome, somewhat supporting the claim that per-
formance specifications are superior to prescriptive
specifications.

Other conclusions are more nuanced. For exam-
ple, since the initial installation, one camera of the
original twelve has failed. The failure appeared to
be connection related, so the end user contacted the
installer, who confirmed that the originally installed
PoE cables are still connected, leading to the conclu-
sion that the failure lies in purchased products from
the equipment vendor. The installer confirmed this
and the equipment vendor was contacted, but with
thus far unsatisfactory results. The ultimate results
are as of now unknown.

Also, the installers were not well trained in set-
ting up the wireless monitoring feature of the vendor
product. They were trained on the prior generation
product, but that training had limited applicability
to this installation. Better training is indicated, com-
plicated by the profusion of available user wireless
devices.

A premises video monitoring system is easily avail-
able subject to the cautions advanced in this paper.
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